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1
Decision/action requested

It is proposed to approve this new solution in TR 33.847.
2
References

3
Rationale

The contribution proposes a solution to address the following Key Issue:

- KI #4: Authorization in the UE-to-Network relay scenario
The solution describes how to support a secondary authentication of a Remote UE via a L3 UE-to-Network relay.

4
Detailed proposal

It is proposed to approve the following changes for inclusion in TR 33.847. Note that all text is new







***
BEGIN OF CHANGES
***

6.X
Solution #X: Secondary authentication of Remote UE with L3 UE-to-Network relay
6.X.1
Solution overview
The contribution proposes a solution to address KI #4: Authorization in the UE-to-Network relay scenario. The solution describes how to support a secondary authentication of a Remote UE via a L3 UE-to-Network relay.
During a PC5 link establishment procedure, the UE-to-Network relay enables a Remote UE to perform a PDU Session establishment with secondary A&A following a network-controlled authorization of Remote UE, where the UE-to-Network Relay reports Remote UE's SUCI or 5G-GUTI to network, as described in sol#10. The EAP authentication messages for secondary A&A of Remote UE are exchanged over a secure d PC5 link during or after the PC5 link establishment. Upon successful completion of PDU Session with secondary A&A for Remote UE, the relay provides Remote UE access to the PDU Session. The PDU Session may be shared among multiple Remote UEs.
6.X.2
Solution details
6.X.2.1
PC5 link establishment with L3 UE-to-Network relay to use a PDU Session subject to secondary A&A
The procedure for PC5 link establishment with L3 UE-to-Network relay to use a PDU Session subject to secondary A&A is depicted in Figure 6.x.2.1-1. 
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Figure 6.x.2.1-1: Procedure for PC5 link establishment with L3 UE-to-Network relay to use a PDU Session subject to secondary A&A 
0. Remote UE is provisioned with authorization parameters to act as Remote UE. Relay UE is provisioned with authorization parameters to act as a Relay UE.

1. The Relay may perform a PDU Session with secondary A&A by DN-AAA. It is assumed that the Relay is provisioned with credentials used during this procedure.

2. The Remote UE and Relay UE perform a discovery procedure whereby the Remote UE may discover the connectivity service provided by the Relay (e.g., based on a broadcasted service code).

3. The Remote UE may determine from configuration in step 0 that the service code is associated with a DN that requires secondary A&A. Based on this determination, the Remote UE sends a DCR message including its identity (e.g., SUPI or 5G-GUTI).

4. Upon receiving the DCR message, the Relay may determine that a PDU Session that requires secondary A&A is needed to fulfil the Remote UE PC5 connection request. The determination may be based on any of the following conditions: 

- an existing PDU session that can satisfy the Remote UE connectivity requirements (e.g., as established in step 1) is marked with an indication that secondary A&A is required

- from configuration in step 0, the service code is associated with a DN that is marked with a parameter indicating that it requires secondary A&A

5. On the condition that the DCR message includes a SUCI or 5G-GUTI, the relay triggers a network-controlled authorization of Remote UE, as described in sol#10. Alternatively, the relay may send an identity request message to the Remote UE to obtain the Remote UE identity (e.g., SUPI or 5G-GUTI) before triggering the network-controlled authorization procedure of Remote UE. If the Remote UE fails to provide its identity required for network-controlled authorization, the relay rejects the connection request and provides in the rejection message a cause indicating that a required identity parameter (e.g., SUPI or GUTI) is missing.

6. Upon successful network-controlled authorization of Remote UE procedure the Relay initiates a Direct Security Mode Command procedure with Remote UE to establish the security of the PC5 link. The security of the PC5 link may be established as described in sol#10.
7. Upon successful security establishment, the relay sends a DCA message that may include an indication that a PDU Session with secondary A&A is pending. The relay may allocate IP address or IPv6 prefix to Remote UE. The relay may configure a traffic filter (e.g., as a default filter for IP or non-IP traffic) for the PC5 link to prevent any data traffic until successful completion of subsequent PDU Session secondary A&A (next step). Based on the indication in the DCA message, the Remote UE may refrain from sending any data traffic over the PC5 link until successful completion of subsequent PDU Session secondary A&A.

8. The relay triggers a PDU Session secondary A&A over relay procedure (e.g., as described in Figure 6.x.2.2-1).

9. Upon successful PDU Session with secondary A&A over relay procedure, the relay sends a PC5 message (e.g., a PC5 Link Modification Request) that includes a successful indication, that may include a EAP success message (received from SMF in step 8). The relay may configure the link to allow data traffic between the Remote UE and the network/DN (e.g., remove the filter configured in step 7). If the PDU Session with secondary A&A fails, the relay may release the PC5 link indicating the failure cause. The reject message may include the EAP failure message (received from SMF in step 8).

In the above procedure the PDU Session secondary A&A procedure is triggered after the relay sends the DCA message to the Remote UE. Alternatively, the relay may trigger the PDU Session secondary A&A during the link establishment procedure (e.g., trigger PDU Session secondary A&A after successful completion of DSMC procedure and before sending DCA to Remote UE). In this case, secure PC5-S messages may be used to carry EAP authentication messages for the PDU Session secondary A&A to/from the Remote UE. Upon successful PDU Session with secondary A&A of Remote UE, the relay sends a DCA message that includes a successful secondary A&A indication. The message may include a EAP success message (received from SMF in step 8). If the PDU Session with secondary A&A fails, the relay sends a PC5 reject message indicating the failure cause. The reject message may include the EAP failure message (received from SMF).
6.X.2.2
PDU Session secondary A&A of Remote UE via L3 UE-to-Network relay
The procedure for PDU Session secondary A&A of Remote UE via L3 UE-to-Network relay is depicted in Figure 6.x.2.2-1. 
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Figure 6.x.2.2-1: Procedure for PDU Session secondary A&A of Remote UE via L3 UE-to-Network relay 
1. The relay UE decides to trigger a PDU Session secondary A&A for the Remote UE according to conditions, as described in Figure 6.x.2.1-1.

2. The Relay sends a NAS message (e.g., PDU Session Modification or Establishment request or Remote UE Report) to the SMF. The message may include the Remote UE User id and Remote UE addressing info (e.g., IP or MAC address) and other PDU Session parameters (e.g., S-NSSAI, DNN). The SMF receives the message from AMF which includes the Remote UE's SUPI, obtained by AMF during a controlled authorization of Remote UE procedure as described in sol#10. 

NOTE: 
In the case of Home Routed roaming, the SMF in the call flow is the H-SMF (and the V-SMF is not shown for simplicity). SMF selection by AMF is performed as per TS 23.502 [10], clause 4.3.2.2.3 (e.g., using PLMN ID of the SUPI, S-NSSAI etc.).
3. The SMF determines based on Remote UE's subscription information that the requested DN is subject to secondary A&A and triggers a PDU Session secondary A&A of Remote UE via Relay.

4. The Remote UE performs a PDU Session secondary A&A via the Relay. Authentication messages are transported over NAS messages between the SMF and Relay. The NAS messages include an identity of the Remote UE (e.g., GPSI, Remote User Id) to indicate to the Relay that authentication messages are for the Remote UE. The relay forwards those messages transparently and securely between Remote UE and SMF. The SMF maintains an N4 session with DN-AAA for all UEs sharing the PDU Session as long as the PDU Session is not released. DN-AAA may allocate and assign an IP address/IPv6 prefix for the Remote UE during the procedure. The DN-AAA may authorize QoS parameter (e.g., session AMBR) for the Remote UE using the shared PDU Session.
Editor’s Note: Details on support for DN-AAA allocation of address/IPv6 prefix and DN-AAA authorized QoS parameters for a shared PDU Session is FFS with coordination with SA2.
5. Upon successful PDU Session secondary A&A via the Relay procedure, the SMF stores the Remote UE information in the Relay Session Management context including Remote UE identity (e.g., SUPI or GPSI), individual authorization information (e.g., assigned IP, QoS parameters) received from DN-AAA.

6. The SMF sends a NAS message (e.g., PDU Session Modification or Establishment response or Remote UE Report ack) to the relay indicating the result of the PDU Session secondary A&A, including an identity of the Remote UE (e.g., GPSI, Remote User Id), an EAP success or failure message. In the case of successful secondary A&A, the message may include addressing and QoS authorization info for the relay to respectively apply and enforce.

7. In the case of successful secondary A&A, the relay stores any received authorization info associated with the Remote UE. The Relay UE proceeds with the rest of PC5 link setup with Remote UE as described in Figure 6.x.2.1-1.

Editor’s Note: Authorization revocation or re-authentication/re-authorization of Remote UE by DN-AAA are FFS.
6.X.3
Solution evaluation 
***
END OF CHANGES
***

Relay UE
AMF/SEAF (Relay)
SMF
Remote UE
0b. Registered and authorized as a relay.
3. Direct Communication Request (SUCI or GUTI)
7. Direct Communication Accept
(pending PDU Session A&A indication, ... )
UPF
DN
9 Link Modification Procedure 
(EAP message )
1. PDU Session secondary A&A for Relay UE
0a. authorized/provisioned as Remote UE.
2. Discovery procedure.
4. Determine PDU Session for Remote UE subject to secondary A&A
5. Network Controlled authorization of Remote UE via Relay
6. Direct Security Mode Command
8. PDU Session secondary A&A via Relay for Remote UE



Relay UE
AMF/SEAF (Relay)
SMF
Remote UE
1. Trigger to peform PDU Session secondary A&A via Relay for Remote UE
2. PDU Session Modification Req/Remote UE Report (Remote User ID, Remote UE info
4.  PDU Session EAP authentication of Remote UE via Relay UE
6. PDU Session Modification Command/Remote UE Report Ack 
(Remote User ID, EAP message, authorization info for Remote UE connection)
UPF
DN
3. Determine PDU Session A&A required for Remote UE. Trigger PDU Session A&A
5. Store Remote UE info in Relay UE SM context and mark as authorized by DN .
7. store Remote UE authorization info



